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COMPARISON TABLE - ENIGMA | & ENIGMA 1l

Model Enigmall Enigma Il
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P -

Product Picture
i i . USB dongle encrypting selective file/folder of host
Form Factor USB pass through dongle encrypting any variety of USB MSC drive .
detectable storage drives
Secure Data Data-at-Rest Data-In-Motion

. . (File Folder Encryption)

i (Full Disk Encryption) .

Encryption Method ) Encrypts selective file/folder of host detectable storage
Encrypts any connected USB MSC device®

drive?
USB2.0 USB2.0
Interface . . . .
(Compatible with USB 1.0/1.1/2.0/3.0) (Compatible with USB 1.0/1.1/2.0/3.0)
Crypto Processor X-Wall" DX-256/DX-256C X-Wall” DX-256/DX-256C
AES Mode of Operation ECB/ CBC ECB/CBC
Encryption Strength 256-bit 256-bit
= Windows or Windows or
Supported OS for Login® . )
MAC (supports up to MAC version 10.9) MAC (supports up to MAC version 10.9)
2 Factor Authentication* Yes Yes
Wirite Protect Yes Yes
Software/Driver No No
Certification NIST/CSE NIST/CSE
Dimension (mm) 60.7mm (L) x 19.6mm (W) x 10.1mm (H) 60.1mm (L) x 19.6mm (W) x 10.1mm (H)
Weight (g) 11g 11g
EMA-DX256E-2W (for ECB, Windows) EMA-DX256E-4W (for ECB, Windows)
Skis EMA-DX256C-2W (for CBC, Windows) EMA-DX256C-4W (for CBC, Windows)
EMA-DX256E-2M (for ECB, Windows & MAC) EMA-256E-4M (for ECB Windows & MAC)
EMA-DX256C-2M (for CBC, Windows & MAC) EMA-256C-4M (for CBC Windows & MAC)
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connected USB siorage device. Once the selectod, data i
Only removabile disk type USB muumlmmmuunmmwmh
(such as SO) are supported. USB-SATA hard drives and USB SSO drives
the operating system as being the “fixed disk™ type storage. The Write Protect functionality will be disabled once &
“fixed disk” type storage drive has been detected. See Evaluation Guide or User’s Manual for more details.
-The Write Protect Boot Sector/MBR disables all write operations to the Boot Sector or MBR of a connected US8
Thumb drive, rendering the Boot Smm‘m-d ullf This feature rejects malicious software intrusion
ottempts 10 attack Storage™.)
I~ Write Protect Entirs Storage
“The Write Protect Entire Storage feature disables all write oparations o the connected US8 Thumb Drive or Card
m -mmn-umphn USB storage device “read only”. While using ths feature, existing data may not
be added intogrity ofa
connected drive. (s:.“-r'w.u-vma Hoot SectoMBR" )
References;

1 USB MSC device includes Blu-Ray DVD, DVD R/W, CD-R, thumb drive, hard disk or any flash card inserted into a USB card reader.

2 Selective files/folders of any OS detectable storage drives includes boot drive, external drive such as USB or 1394, network attached storage and virtual drives such as Dropbox, OneDrive, Google
Drive and iCloud etc,

% The initialization of the Enigma | & Il equipped with 2-factor authentication requires either Windows or Mac 0S. We also provide an alternative single factor authentication Enigma | which is
independent from any OS.

*# Single factor means using the hardware Enigma HCM as a key without additional user’s password.
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